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BF T protocols are central to
all sorts of critical applications

Including Blockchains
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B PRO [OCOLS ARE PROSS
T BUGHE

* Bugs In these protocols can lead to severe
security and reliability risks.

* Despite 40+ years of research and formal proofs,
new bugs are still being discovered in real-world

BF 1 systems
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Levin Winter and Florena Buse win Ripple
Bug Bounty Award

NEWS - 25 APRIL 2023 - COMMUNICATION EWI

Burcu Ozkan's Honours Programme students, Levin Winter and Florena Buse, have been awarded by Ripple's Bug Bounty

Program for the new bug they discovered in the XRP Ledger using the programme's new testing method. Read more about their
work in "Randomized Testing_of Byzantine Fault Tolerant Algorithms" in OOPSLA 2023.
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BEIERE ARE [ES TINES
it 1 ODS BUTTS

* Existing BRI testing methods are:

- System-=specific (e.g. ByzzFuzz for XRPL, Twins
[EEBDemBrT)

* Not comparable (how do they compare!!)

- Hard to use (non-unified interfaces for SUTs;
fault injection; non-determinism)
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We need a
Benchmark Suite for

Evaluating
BFT Testing Algorithms
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We need a
Benchmarking Framework for

BFT Testing Algorithms
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PRELIMINARY EVALUATION

Byzom't?ne Pre-Prqoare,(O, vi> / Propose {1, vad>

[
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Pre-Prepare Prepare Commit Pre-Prepare Prepare Commit

Random BF(0,1) BF(0,2) BF(1,0) BF(1,1) BF(1,2) BF(2,0)0 BF(2,1) BF(2,2)
0.0% 0.0% 0.0% 7.1% 5.4% 50%  11.6%  9.2% 9.5%

7% scenarios with bugs
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ONGOING WORK

» Extend the framework to a comprehensive

benchmark surte of BFT protocols with known bugs

Execution Parameters

Year Protocol Violation Bug Source #processes (of‘ll;lliv:ljs) #fl'::liiss #?aezﬁzrk
2017 FaB liveness protocol 4 2 1 2
2017 1yzzyva safety protocol 4 3 1 4
2019 hBFT safety protocol 4 2 2 2
2020  Sync HotStuff safety protocol 5 3 2 7
2020 XRPL liveness trust config 7 2 1 0
2020 XRPL safety trust config 7 2 2 0
2021 PBFT liveness protocol 4 1 2 0
2022  Fast-HotStuff safety protocol 4 11 0 3
2023 PBFT safety pbft-java, 4 2 1 0
2023 XRPL liveness rippled v1.7.2 7 3 1 0
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Schedule

B 1: Client Request from CO to A
8  2: Deliver REQUEST from A to B
8 5: Deliver PRE-PREPARE from B to D
8 7: Deliver PREPARE from D to B
~
8  4: Deliver PRE-PREPARE from B to C
8 10: Deliver PREPARE from C to B
8 12: Deliver COMMIT from B to A
8 3: Deliver PRE-PREPARE from B to A
v 8 14: Deliver COMMIT from B to D

> 8 8: Deliver PREPARE from D to C
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B/ BENCH SUMMATSE

» A framework to implement BFT protocols and plug-and-play
testing strategies.

» Bullt-in controlled fault injection and property
checkers

- Allows for the evaluation of different testing
algorithms for BFI protocols

* First step towards a benchmark suite of BFT protocol
bugs.
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ByzzBench

A Benchmark Framework for BFT Testing Algorithms
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github.com/joaomineto/byzzbench
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